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‘The Pegasus software was developed by the Israeli NSO Group and has been used to 
breach mobile phones and extract data stored or processed by the target system, 
including text messages, call interceptions, locations, and information from apps.’
EPRS | European Parliamentary Research Service
Author: CosticaDumbrava, Members' Research Service
PE 747.923 –June 2023

Number of attendees at arms fairs and 
ISSWorld marketing spyware capabilities 
demonstrates the prevalence of third country 
providers of spyware and related products 
and services, a significant number of which 
are headquartered in:
Israel - NSO Group, Wintego, Quadream and 
Cellebrite
India - ClearTrail
United Kingdom - BAe Systems and Black 
Cube
United Arab Emirates – DarkMatter
Russia - Positive Technologies
Singapore - Computer Security Initiative 
Consultancy PTE LTD.
further highlights the diversity of origin among 
spyware producers; whereas the fair is also 
attended by a wide range of European public 
authorities, including local police forces



The Charter of Fundamental Rights of the European Union

• right to privacy and data protection
• freedom of expression
• freedom of the press
• freedom of association
• respect for private and family life
• protection of personal data
• freedom of expression and information
• right to property, right to non-discrimination
• right to effective remedy and fair trial
• whereas it results from the testimonies of victims that even if 

legal remedy and civil rights may exist on paper, they mostly 
become void in the face of obstruction by government bodies, 
the absence of implementation of the right to be informed for 
victims and the administrative burden to prove the status as 
victim; I. whereas the Polish government has weakened and 
eliminated institutional and legal safeguards including proper 
oversight and scrutiny procedures, effectively leaving victims 
without any meaningful remedy; whereas the Pegasus 
surveillance spyware has been illegally deployed to spy on 
journalists, politicians, prosecutors and civil society actors 
for political purposes; 



Doc. 15825 20 September 2023 
Pegasus and similar spyware and secret state surveillance Report Committee on 

Legal Affairs and Human Rights 
Rapporteur: Mr Pieter OMTZIGT, Netherlands, Group of the European People's Party

In July 2021, an international coalition of investigative journalists coordinated by Forbidden 
Stories, with the technical support of Amnesty International’s Security Lab (“the Pegasus 
Project”), published information about a leaked list of over 50,000 phone numbers identified 
as potential targets by clients of NSO Group, an Israeli company that developed and globally 
markets a spyware called Pegasus. 

This list included human rights defenders, political opponents, lawyers, diplomats, Heads 
of State and nearly 200 journalists from 24 countries. 

11 countries around the world were identified as potential NSO clients, including two Council 
of Europe member States, Azerbaijan and Hungary. And at least 14 European Union 
countries, including Belgium, Germany (in a modified version), Hungary, Luxembourg, the 
Netherlands, Poland and Spain.



EUROPEAN PARLIAMENT DRAFT RECOMMENDATION TO THE COUNCIL AND THE COMMISSION pursuant to Rule 208(12) 
of the Rules of Procedure following the investigation of alleged contraventions and maladministration in the application of 

Union law in relation to the use of Pegasus and equivalent surveillance spyware 
Sophie in ‘t Veld on behalf of the Committee of Inquiry to investigate the use of Pegasus and equivalent surveillance spyware

04.01.2023

Recommendations:
Charter of Fundamental Rights of the European Union (the ‘Charter’), and in particular 
Articles 7, 8, 11, 17, 21 and 47 thereof,
EU regime for the control of exports, brokering, technical assistance, transit and 
transfer of dual-use items – bypassed by Cyprus & Bulgaria
1 setting up a Union regime for the control of exports, brokering, technical assistance, 
transit and transfer of dual-use items
Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 
concerning the processing of personal data and the protection of privacy in the 
electronic communications sector (Directive on privacy and electronic 
communications)
Charter of the United Nations and the United Nations Guiding Principles on Business 
and Human Rights10,
European Convention for the Protection of Human Rights and Fundamental Freedoms, 
and in particular Articles 8, 9, 13 and 17 thereof, and the Protocols to that Convention



EPRS | European Parliamentary Research Service Author: Hendrik Mildebrath Members' Research Service 
PE 766.262 – November 2024
• Country-specific recommendations for these Member States. 

• Stronger institutional and legal safeguards to ensure fundamental rights-compliant use of spyware by law enforcement. It 

• Development of strict spyware surveillance standards that include conditions for ordering, authorising, executing, and overseeing spyware operations, 
along with requirements for effective redress. 

• Parliament acknowledges that surveillance operations for national security purposes in principle remains the exclusive competence of Member States, 
but points out that EU law regulates certain national security surveillance activities indirectly.

• Surveillance in the name of national security should be the exception rather than the rule in a democratic transparent society. Additionally, Parliament 
proposes to limit the circulation of commercial spyware on the EU market to spyware designed in line with its envisaged spyware standards ('rule of law by 
design’).

• Proposal to limit the circulation of commercial spyware on the EU market to spyware designed in line with its envisaged spyware standards ('rule of law by 
design’). 

• Permitting the sales of functionally compliant spyware technologies, it recommends prohibiting 'hacking as a service', including technical, operational and 
methodological support. 

• Tasked the Commission with drafting new laws as proposed by Parliament, notably regulating EU spyware surveillance standards and the placing of 
spyware on the market

However:

Parliament recommends regulating the use of spyware for law enforcement based on the Treaty provisions relating to judicial cooperation in criminal matters 
(Chapter 4 of Title 5 of the Treaty on the Functioning of the European Union, TFEU). Under this approach, qualified surveillance operations and frameworks 
would become subject to EU spyware standards, while national security operations would, at best, be regulated indirectly by EU data protection and 
privacy rules, and – in most cases – remain entirely outside the scope of application of EU law. 



What can be done?
NGOs

• Center for Democracy & Technology (CDT) 
https://cdt.org/ 

• Renew Europe 
https://www.reneweuropegroup.eu/campaigns/peg
asus 

Think Tanks
• European Union Think Tank 

https://esthinktank.com/2022/05/25/the-changes-in-the-law-
that-pegasus-is-forcing-on-the-eu/

• European Parliament Think Tank 
https://epthinktank.eu/2024/06/02/what-action-has-
parliament-taken-against-spyware-abuse/ 

https://cdt.org/
https://www.reneweuropegroup.eu/campaigns/pegasus
https://www.reneweuropegroup.eu/campaigns/pegasus
https://esthinktank.com/2022/05/25/the-changes-in-the-law-that-pegasus-is-forcing-on-the-eu/
https://esthinktank.com/2022/05/25/the-changes-in-the-law-that-pegasus-is-forcing-on-the-eu/
https://epthinktank.eu/2024/06/02/what-action-has-parliament-taken-against-spyware-abuse/
https://epthinktank.eu/2024/06/02/what-action-has-parliament-taken-against-spyware-abuse/


Objectives
• Ensure individuals’ personal information is secure from unwarranted and 

disproportionate government surveillance and law enforcement overreach, 
particularly in the context of national security and public order measures.

• Promote government accountability and robust checks and balances to safeguard 
fundamental rights in online spaces.

• Ensure the development, use and protection of strong encryption technologies to 
safeguard communications and data from unauthorised access, including 
disproportionate surveillance on grounds of national security.

• Strengthening spyware regulation to prevent abuse and protect fundamental rights.

• Ensuring a rights-compliant data retention framework that safeguards privacy.

• Promoting encryption as a key tool for secure and private communications



Thank You

Geraldine Noel
Barrister – England & Wales, Ireland, Malta

gnoel@acumum.com 
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